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Abstract

The Welsh School of Security Studies, through its critical approach, has transformed the
concept of human security into a central subject of contemporary security discourse.
However, the application of cognitive warfare as an organized form of intervention in
the perceptual and behavioral processes of societies has revealed dimensions of threat
that have been largely overlooked in classical interpretations of human security. This
study, by revisiting the theoretical foundations of the Welsh School, offers a renewed
articulation of human security in which cognitive warfare is regarded not merely as an
instance of threat, but as a fundamental component in understanding and redefining the
contemporary security environment. Methodologically, the research adopts a qualitative
explanatory approach, employing an abductive strategy to refine the theoretical
conceptualization of human security within the framework of the Welsh School. The
findings indicate that, despite its emphasis on the human dimensions of security, the
classical framework of the Welsh School faces a conceptual gap in identifying and
analyzing threats arising from cognitive warfare. This gap primarily stems from its
limited focus on physical and structural threats, and its relative neglect of deeper levels
of perceptual and identity engineering among actors.Integrating “cognitive security” and
“perceptual threat management” as foundational elements in the redefinition of human
security not only addresses this shortcoming but also opens new horizons for advancing
critical theorization in security studies. This reconceptualization enhances the Welsh
School’s capacity to explain the dynamics of security in the era of advanced technologies
and strengthens its policy relevance in responding to complex and hybrid threats.

1. Introduction

The Welsh School of Security, as a leading strand in critical approaches to international
security, is grounded in a human-centered perspective whose principal aim is the
emancipation of individuals and communities from structural, cultural, and political
constraints embedded in power relations. Moving beyond a state-centric orientation, the
school broadens the scope of security analysis to encompass social, economic,
environmental, and psychological dimensions, positioning human security as the central
referent object. Yet, the emergence of cognitive warfare—a novel, technologically
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driven phenomenon designed to intervene in perceptual processes, reshape attitudes and
beliefs, and influence both individual and collective decision-making—has revealed
dimensions of threat insufficiently addressed in classical accounts of human security.
This reality necessitates a redefinition of human security within the Welsh School; a
redefinition that incorporates the dual components of cognitive security and the
management of cognitive-perceptual threats, thereby enhancing the school’s theoretical
and operational capacity to engage with the complex and hybrid threats of the
contemporary technological era.

2. Theoretical Framework

The theoretical framework of this study integrates the foundational principles of the
Welsh School of Security with two core conceptual components: cognitive security and
the management of cognitive-perceptual threats. Cognitive security, in this context,
refers to safeguarding the perceptual and cognitive processes of social actors against
deliberate informational and semantic interventions, ensuring the preservation of mental
autonomy and control over perceptual flows. In contrast, the management of cognitive-
perceptual threats functions as a strategic capacity encompassing the identification,
monitoring, analysis, and neutralization of mechanisms deployed in cognitive warfare
to reshape individual and collective perceptions. In concert, these components address
the conceptual lacuna within the classical human security paradigm, enabling it to
respond not only to physical and structural threats but also to the deeper, more intricate
layers of cognition-focused threats.

3. Methodology

This study employs a qualitative research design underpinned by an abductive reasoning
strategy. Abduction facilitates the reinterpretation and refinement of key concepts
through iterative interaction between established theoretical premises and emergent
empirical realities. Data are drawn from foundational texts of the Welsh School, key
works in critical security studies, and specialized literature on cognitive warfare. The
analysis applies a conceptual-analytical approach to develop a coherent conceptual-
operational framework for integrating cognitive security and the management of
cognitive-perceptual threats into the human security paradigm.

4. Findings and Discussion

The findings indicate that, despite its breadth in encompassing human-centered threats,
the classical framework of the Welsh School lacks adequate analytical mechanisms for
apprehending cognition-focused threats. Cognitive warfare—Ileveraging advanced
technologies, information networks, and perception-engineering techniques—
systematically targets mental, identity-based, and decision-making processes, thereby
undermining human security across multiple domains. Under such conditions,
embedding cognitive security and the management of cognitive-perceptual threats
within the Welsh School’s framework not only remedies the conceptual deficit but also
enhances its analytical acuity and policy relevance in addressing the evolving security
dynamics of the twenty-first century.

5. Conclusion and Suggestions

This study demonstrates that cognitive warfare, with its multilayered and
technologically sophisticated nature, poses a profound challenge to the conceptual
structure of human security within the Welsh School. While the school emphasizes the
human and emancipatory dimensions of security, it remains constrained in its capacity
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to address cognitive and perceptual threats. Redefining human security by incorporating
cognitive security and the management of cognitive-perceptual threats emerges as a
strategic imperative: the former safeguards the autonomy and integrity of cognitive-
perceptual processes, whereas the latter provides the tools and procedures necessary to
detect, monitor, and neutralize deliberate interventions. This redefinition not only
augments the explanatory power of the Welsh School but also enables it to deliver
responses more attuned to contemporary security realities, fostering political legitimacy
and social cohesion in the face of hybrid threats through the strategic integration of
technological instruments with emancipatory discourse.
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